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Abstract

The Straits of Malacca and Singapore are among the most strategically important
maritime chokepoints in the global trading system. Although conventional threats such
as piracy have been managed through regional cooperation, the rapid digitalisation of
ports, vessel traffic systems, and naval command infrastructures has created new hybrid
cyber-physical vulnerabilities. Despite recurring cyber incidents between 2020 and
2025, no institutionalised real-time cross-border Cyber Threat Intelligence (CTI)
mechanism has emerged among Indonesia, Malaysia, and Singapore. This study
examines the puzzle of institutional inertia under growing threat interdependence and
its implications for SDG 9, Target 9.1 on resilient infrastructure, and SDG 17, Targets
17.16 and 17.17 on knowledge-sharing and effective public-private partnerships.
Drawing on 18 semi-structured interviews and qualitative analysis of policy documents
from 2020 to 2025, the study identifies three governance bottlenecks: legal-institutional
ambiguity, sovereignty-related political constraints, and technical-operational
interoperability gaps. Building on Regional Security Complex Theory and regime
complexity scholarship, the article theorises Cooperative Sovereignty as a middle-
ground governance modality between supranational integration and sovereignty-
maximising bilateralism. It proposes the Malacca Cyber Intelligence Node (MCIN) as a
federated, sovereignty-compatible mechanism for structured cyber threat signalling
while preserving national control over data. The study contributes to governance
scholarship and offers actionable pathways for strengthening maritime cyber resilience
in sovereignty-sensitive regions.
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Introduction

The Straits of Malacca and Singapore constitute one of the most strategically vital
maritime chokepoints in the global economy, serving as the shortest sea route between
the Indian and Pacific Oceans and carrying a substantial share of global trade and energy
flows, particularly for Northeast Asia (Qu & Meng, 2012; Rusli et al., 2021). Their dense
traffic concentration and deep integration into regional supply chains make them
indispensable, yet structurally vulnerable (Fenton, 2024; Tuan Binh et al.,, 2022). In
recent years, however, the nature of that vulnerability has changed. The rapid
digitalisation of port logistics systems, vessel traffic management platforms, automated
container handling, and naval command infrastructures has expanded the attack surface
of maritime governance. Maritime security is no longer confined to physical patrols and
territorial surveillance; it now operates within a hybrid cyber-physical ecosystem
characterised by complex interdependencies and cascading risks (de la Pefia Zarzuelo,
2021; Weaver et al,, 2022).

Between 2020 and 2025, several cyber-related incidents reflected this structural
shift. Ransomware attacks temporarily disrupted container operations at major regional
ports, generating ripple effects across logistics networks. These incidents demonstrate
the emergence of hybrid cyber-maritime threats affecting navigation systems, port
operations, and naval infrastructures (Louart et al., 2023; Soner et al.,, 2024). Rather than
isolated anomalies, they indicate an evolving threat environment in which contemporary
maritime insecurity increasingly exploits jurisdictional gaps between cyber agencies and
maritime authorities.

Despite rising digital exposure, governance adaptation has lagged behind threat
evolution. Indonesia, Malaysia, and Singapore maintain established cooperative
frameworks such as the Malacca Strait Patrols (MSP) and the Regional Cooperation
Agreement on Combating Piracy and Armed Robbery against Ships in Asia Information
Sharing Centre (ReCAAP ISC) (Bolbot et al., 2022; Poonnawatt, 2023), but these remain
primarily oriented towards conventional maritime security (Caballero-Anthony, 2020).
No institutionalised, real-time cross-border cyber threat intelligence (CTI) mechanism
exists among the littoral states. Intelligence sharing related to cyber threats continues to
rely mainly on national channels and informal coordination, limiting regional
responsiveness in a highly interdependent maritime corridor.

This institutional lag creates a broader governance challenge. Maritime cyber
disruptions undermine infrastructure reliability and supply chain continuity, both of
which are central to sustainable development and regional resilience (Jin et al,, 2024). Yet
cooperative reform must operate within ASEAN’s consensus-based and sovereignty-
sensitive normative order (Rosnani et al., 2022). The governance question is therefore
not merely technological but institutional: how can structured cross-border cyber
intelligence exchange emerge within a framework that prioritises non-interference?

Existing scholarship offers only partial insights. Regional security complex theory
explains dense threat interdependence (Buzan & Waever, 2003), while empirical studies
of Southeast Asian governance highlight institutional layering and fragmentation
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(Fortnam et al., 2022). These analyses illuminate fragmentation, but they do not fully
explain why repeated cyber escalation has failed to catalyse structured intelligence-
sharing mechanisms.

Parallel research in maritime cybersecurity documents increasing technical
vulnerabilities in smart ports, navigation technologies, and maritime digital
infrastructures (Androjna et al, 2021; Soner, 2025). While these studies advance
understanding of hybrid cyber-physical risks, they prioritise technological mitigation
over institutional design. As a result, vulnerability has been extensively mapped, but
governance innovation remains under-theorised.

A third strand of literature examines cyber sovereignty and cross-border data
governance in emerging economies. Scholars argue that Global South states increasingly
treat data flows as strategic assets, thereby reinforcing localisation policies and non-
interference principles (Horst et al, 2024; Pestana & Sofou, 2024). Comparative
discussions often contrast this sovereignty-first orientation with European Union
cybersecurity integration under binding regulatory frameworks (Aaronson & Leblond,
2018). However, the assumption that effective cyber cooperation requires sovereignty
pooling does not translate easily to ASEAN’s normative context, where non-interference
is foundational rather than negotiable (Qiao-Franco et al., 2025).

Taken together, these strands of literature explain threat interdependence, regime
complexity, and sovereignty sensitivity. Yet none systematically theorises a governance
modality capable of reconciling real-time CTI exchange with deeply embedded non-
interference norms (Chen & Gao, 2024). The persistent framing of sovereignty as an
obstacle to cooperation obscures the possibility that institutional innovation may depend
on recalibrating, rather than eroding, sovereign authority.

This study advances the concept of Cooperative Sovereignty as an intermediate
governance modality situated between supranational integration and sovereignty-
maximising bilateralism. Unlike supranational models, which pool authority through
binding legal harmonisation, and unlike bilateral exchanges, which preserve sovereignty
but limit scalability, Cooperative Sovereignty represents a calibrated institutional design
(Montfort et al., 2023; Panke & Stapel, 2024). It preserves national control over sensitive
cyber data while institutionalising structured, rule-based cross-border intelligence
signalling. In this formulation, sovereignty becomes a relational capacity coordinated
through procedural interoperability rather than authority transfer.

As summarised in Table 1, existing institutional arrangements in the Malacca Strait
reveal an adaptation gap between traditional maritime security mandates and emerging
cyber threat environments. Although mechanisms such as the Malacca Strait Patrols
(MSP) and ReCAAP ISC provide effective coordination against conventional maritime
threats, none currently incorporates operational cyber threat intelligence integration.

Table 1 illustrates the institutional adaptation gap characterising maritime
governance in the Malacca Strait, where existing cooperative frameworks remain
anchored in conventional security paradigms and have yet to operationalise cyber threat
intelligence coordination. This institutional misalignment provides the empirical basis
for examining why intensified hybrid threats have not translated into adaptive
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governance reform. From an institutional evolution perspective, intensified hybrid
threats should stimulate adaptive governance responses. Yet despite recurring incidents
and growing digital interconnectivity, no structured regional CTI architecture has
emerged among Indonesia, Malaysia, and Singapore (Triwahyuni et al., 2025). This
divergence between threat escalation and institutional adaptation constitutes the study’s
central empirical puzzle. It suggests that structural and normative constraints, rather
than capacity deficits alone, shape the trajectory of maritime cyber governance.

Table 1. Institutional Adaptation Gap in the Malacca Strait
Source: Adapted from Caballero-Anthony (2020) and Tenny and Kassim (2025)

S . Governance
Institution Primary Mandate Cyber Coverage Limitation
MSP Coordinated maritime Physical maritime No cyber intelligence
patrol threats protocol
ReCAAP ISC . Antl-.plracy . Maritime crime Nolreal-tlrrlle CTI
information sharing reporting integration
ASEAN . . Normative Non-binding and
Regional digital . : .
Cyber cooperation cybersecurity lacking operational
Mechanisms P dialogue interoperability

To conceptualise a way forward, this study puts forward the Malacca Cyber
Intelligence Node (MCIN), a federated coordination mechanism grounded in Cooperative
Sovereignty. To clarify the theoretical positioning of Cooperative Sovereignty, Table 2
compares it with existing governance models in terms of sovereignty treatment,
institutional depth, and scalability. The comparison shows that Cooperative Sovereignty
offers a middle-path governance arrangement between the need for coordination and the
desire to preserve state autonomy.

Table 2. Conceptual Positioning of Cooperative Sovereignty
Source: Author’s synthesis based on Cui (2025)

Sovereignty Institutional -
Governance Model Treatment Depth Scalability
Supranational . . : .

integration Sovereignty pooling High High

Bilateral 1n.te111gence Sov_er(.elgn.ty Low Low
sharing maximization
Cooper.atlve Soverlelgr}ty Medium Medium-High
sovereignty coordination
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As illustrated in Table 2, Cooperative Sovereignty represents an intermediate mode
of governance between supranational integration and bilateral intelligence sharing,
enabling joint action without requiring sovereignty pooling. This framing also clarifies
how cooperative arrangements may adapt more effectively to politically sensitive and
strategically contested maritime spaces.

This middle-path positioning provides the conceptual foundation for proposing a
federated coordination mechanism capable of operationalising sovereignty-compatible
cyber intelligence exchange. The empirical investigation draws on 18 semi-structured
interviews with maritime, cyber, and policy stakeholders across the three littoral states,
complemented by policy document analysis covering the period 2020 to 2025. The study
addresses two research questions: (1) What institutional, legal, and technological
constraints impede real-time cross-border CTI exchange? and (2) How can a sovereignty-
compatible governance architecture enhance operational resilience without
contravening ASEAN’s non-interference norm?

The article contributes in three ways. Theoretically, it develops Cooperative
Sovereignty as a middle-ground institutional modality for cyber governance in
sovereignty-sensitive regional orders. Empirically, it maps the governance bottlenecks
that limit cross-border maritime CTI institutionalisation. Practically, it advances MCIN as
a scalable coordination design for hybrid maritime resilience.

By shifting analytical emphasis from descriptive fragmentation to institutional
design under normative constraint, this study offers a governance-oriented framework
for strengthening maritime cyber resilience in regions where shared vulnerability
coexists with strong sovereignty commitments.

Building on the preceding conceptual discussion, Figure 1 presents the Cooperative
Sovereignty governance framework, integrating institutional mandates, intelligence
coordination processes, and sovereignty management dynamics into a unified analytical
model.

( National Cyber Agencies ]
¥
( Data Filtering & Anonymization Layer j

+

[ Malacca Cyber Intelligence Node (MCIN) J

!

[ Structured Threat Signalling Protocol J

!

[ Coordinated National Response ]

Figure 1. Cooperative Sovereignty Governance Framework
Source: Developed from Emerson et al. (2012) and Ishkhanyan (2025)
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The framework visualises how cross-border cyber intelligence cooperation
emerges through iterative interaction between the preservation of national authority and
procedural interoperability, thereby forming the analytical lens that guides the empirical
investigation. Together, Tables 1 and 2 and Figure 1 form an integrated analytical
sequence linking empirical observation, theoretical positioning, and governance
modelling, which structures the subsequent empirical analysis.

Research Methods

Guided by the Cooperative Sovereignty framework, this study adopted a qualitative
governance design to examine institutional barriers to maritime cyber threat intelligence
(CTI) sharing in the Malacca Strait. Specifically, the study combined document analysis
and semi-structured interviews to investigate institutional mandates and coordination
mechanisms relevant to cross-border governance in the cyber and maritime domains
(Liebetrau & Bueger, 2024; Xu & Zuo, 2026). The documentary dataset comprised 47
regional policy documents published between 2020 and 2025, drawn from ASEAN
institutions, national cybersecurity agencies, and maritime authorities. Integrating
policy-level analysis with practitioner perspectives enabled empirical triangulation
across institutional settings (Denzin, 1978; Flick, 2022). This methodological approach is
consistent with qualitative security governance research that emphasises institutional
process tracing and interpretive analysis (Caballero-Anthony, 2020; Fenton, 2024).

The document analysis covered national cyber strategies, regional cybersecurity
frameworks, incident reports, and maritime cybersecurity guidelines. These included
Indonesia’s National Cyber Strategy 2020 to 2024, Singapore’s Safer Cyberspace
Masterplan 2023, the ASEAN Cybersecurity Cooperation Strategy 2021 to 2025, incident
reports issued by Badan Keamanan Laut Republik Indonesia (Indonesian Maritime
Security Agency, BAKAMLA), the Royal Malaysian Navy Maritime Command (RMN
Maritime Command), and the Maritime and Port Authority of Singapore (MPA) between
2020 and 2025, as well as maritime cybersecurity guidelines issued by the International
Maritime Organization (IMO). Documents were coded in NVivo 14 for themes related to
sovereignty, data sharing, and interoperability within cyber-maritime governance
regimes (Dhakal, 2022). To strengthen transparency, document selection followed a
structured and explicit screening process consistent with qualitative trustworthiness
criteria (Nowell et al,, 2017) and informed by the logic of transparent identification and
inclusion associated with the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) framework (Moher et al., 2009).

Semi-structured interviews were conducted with a purposive sample of 18
stakeholders with direct operational experience of maritime cyber incidents. The sample
comprised participants from Indonesia (n = 7), Malaysia (n = 6), and Singapore (n = 5),
including cyber analysts, intelligence personnel, cybersecurity officials, and maritime
security managers. Standardised participant codes reflected country representation,
namely ID-01 to ID-07, MY-01 to MY-06, and SG-01 to SG-05, and supported consistent
reporting while preserving anonymity. Participants were selected on the basis of their
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functional relevance, decision-making authority, and or prior involvement in cross-
border cyber incident responses (Abdullah et al., 2025). All participants provided
informed consent. Interviews lasted between 45 and 75 minutes, were audio-recorded,
transcribed verbatim, and supplemented by field notes capturing contextual
observations and non-verbal cues.

Data analysis followed the six-phase thematic analysis framework developed by
Braun and Clarke (2019) and further operationalised in applied qualitative security
research (Naeem et al., 2023). The process involved repeated reading of transcripts for
familiarisation, initial open coding in NVivo 14, generation of 142 descriptive codes such
as “classification mismatch” and “delayed notification”, iterative clustering of codes into
broader analytical themes such as “institutional fragmentation” and “sovereignty
concerns”, review of themes through peer debriefing with two co-researchers, and final
theme definition and refinement. Interview coding was used to identify recurring
institutional, legal, and technological constraints affecting real-time cross-border CTI
exchange. Quantitative expressions reported in the findings were operationalised
through systematic coding and aggregation of qualitative interview data, thereby
supporting analytical consistency while preserving interpretive depth.

To enhance methodological transparency, the study maintained an audit trail of key
analytical decisions and conducted member checks by sharing preliminary findings with
six participants for validation. Visual materials were developed using Microsoft Excel and
related visualisation tools, while Microsoft Excel 365 was also used to generate
descriptive statistics on incident frequency trends.

Ethical approval was granted by the Institutional Review Board of Universitas
Pertahanan Republik Indonesia (reference: UD-IRB/2025/087). Participants received
clear information regarding the aims of the research, data-use procedures, and their right
to withdraw without penalty. All identifiable information was anonymised using country-
prefixed codes, and institutional names were reported only where they were already
publicly available. Data were stored in accordance with Undang-Undang Perlindungan
Data Pribadi (Personal Data Protection Law), No. 27/2022, using AES-256 encrypted
storage accessible only to the core research team.

Results and Discussion

Guided by the Cooperative Sovereignty governance framework presented in Figure
1, this section analyses the empirical findings across institutional, operational, and
governance dimensions to explain how cross-border cyber threat intelligence exchange
is constrained and how sovereignty-compatible cooperation may emerge.

To address the study’s two main research questions, this section presents and
critically evaluates empirical findings drawn from 18 stakeholder interviews and 47
policy documents published between 2020 and 2025: (1) What technological,
institutional, and legal obstacles impede the exchange of real-time cyber threat data
among the littoral states of the Malacca Strait? and (2) How can operational resilience be
strengthened while upholding sovereignty principles within an intelligence-sharing
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MCIN governance architecture (Radanliev, 2025) compatible with ASEAN norms?
Informed by Regional Security Complex Theory and aligned with the imperatives of the
Sustainable Development Goals (SDGs), the analysis moves beyond descriptive
fragmentation to identify systemic governance weaknesses and develop workable,
collaborative solutions.

The Governance Paradox and SDG Imperatives

This subsection corresponds to the structural-context layer of the governance
framework and examines how systemic dependence on the Malacca Strait contrasts with
fragmented cyber governance responses. The Malacca Strait exemplifies a critical
paradox of twenty-first-century maritime governance: although its strategic density, with
more than 94,000 vessel transits annually, requires real-time cyber resilience to support
Sustainable Development Goal (SDG) Target 9.1, namely to “develop quality, reliable,
sustainable infrastructure”, institutional responses remain fragmented and delayed. The
empirical findings indicate that cross-border cyber threat intelligence (CTI) exchange
frequently exceeds the 72-hour threshold considered critical for supply chain reliability
(Unctad, 2020), thereby undermining the operational logic of SDG Target 9.1. This delay
stems less from technological incapacity than from institutional fragmentation, as cyber
and maritime sectors continue to operate in parallel silos across Indonesia, Malaysia, and
Singapore.

As one Indonesian cyber analyst stated, “We detect AIS spoofing near Batam within
minutes, but getting approval to share indicators of compromise with Singapore takes
three days” (ID-07). Such disconnects jeopardise port continuity and intensify risks
associated with SDG Target 14.1, as delayed threat correlation may hinder timely
responses to cyber-compromised ballast water or oil terminal systems, with potentially
serious ecological consequences. This gap reveals a broader governance limitation in
transforming shared vulnerability into collective resilience.

Empirical findings derived from 18 semi-structured interviews and a systematic
review of 47 policy documents published between 2020 and 2025 indicate that formal
regional mechanisms, such as the ReCAAP Information Sharing Centre (ISC) and the
Malacca Straits Patrols (MSP), operate without clear cyber mandates, standardised
incident taxonomies, or interoperable technical protocols for cyber-maritime threats
(Edwards, 2022; Fenton, 2024). These institutions were originally established to address
kinetic threats such as piracy and armed robbery, and their governance structures have
not evolved sufficiently to reflect the hybrid character of contemporary maritime security
challenges. As a result, the littoral states continue to address emerging cyber threats
through ad hoc and informal arrangements.

In practice, this has led to the use of commercial encrypted messaging services such
as WhatsApp and military-to-military hotlines to exchange indicators of compromise
during crises (Magunna, 2024). Despite their immediacy, these channels are not
institutionally scalable, auditable, or inclusive. They tend to exclude civilian cyber
agencies such as Malaysia’s National Cyber Security Agency (NACSA) and Badan Siber
dan Sandi Negara (National Cyber and Crypto Agency, BSSN) of Indonesia (Melaku, 2023).

114 Volume 7 Issue 1 April 2026



One notable example was the 2023 Batam port ransomware incident, in which Badan
Siber dan Sandi Negara (National Cyber and Crypto Agency, BSSN) identified malicious
code within hours but was unable to notify Badan Keamanan Laut Republik Indonesia
(Indonesian Maritime Security Agency, BAKAMLA) formally because of a classification
mismatch: BSSN categorised the threat as “Confidential”, whereas BAKAMLA required
“Secret” clearance for maritime alerts (ID-05).

Similarly, port operators at Tanjung Priok and Port Klang reported monthly
detections of AIS spoofing attempts, yet lacked secure and legally protected channels
through which to report them to national authorities because of concerns over liability
exposure and commercial confidentiality (SG-05). Thus, although high-fidelity threat
intelligence exists, it remains fragmented within separate institutional or private-sector
domains and cannot easily contribute to a coherent regional defence posture. This
operational reality highlights a wider systemic deficit (Afenyo & Caesar, 2023; Sharma,
2024).

Unlike the European Union’s top-down legal harmonisation under the NIS2
Directive (European Commission, 2025; Satek & Fajdek, 2025), ASEAN states operate
within a Cooperative Sovereignty framework that prioritises sovereignty, non-
interference, and consensus, principles that are not easily aligned with binding cyber
intelligence protocols. This governance gap reflects a broader challenge in the Global
South. As noted by Edwards (2022), the “ASEAN Way” may produce institutional
fragmentation without functional redundancy, while overlapping forums generate
procedural activity without sufficient operational coherence (Bettani & Ahmed, 2023).
Consequently, littoral states remain embedded in reactive bilateralism, which is
insufficient to address transnational adversaries that deliberately exploit jurisdictional
gaps among Singapore, Malaysia, and Indonesia (Fenton, 2024).

The result is a self-reinforcing cycle of limited cooperation: legal constraints
legitimise technical minimalism, while political mistrust reinforces legal rigidity.
Indonesia’s Undang-Undang Perlindungan Data Pribadi (Personal Data Protection Law),
No. 27/2022, for example, restricts the cross-border sharing of “critical infrastructure”
data without ministerial approval. Agencies therefore continue to use unstructured
formats, such as PDF reports or email alerts, rather than machine-readable standards
such as STIX/TAXII, resulting in six to eight hours of manual re-keying during joint threat
assessments (Abraham et al, 2025). This immobility is institutional rather than
technological, and reflects risk-averse organisational cultures that associate data sharing
with strategic vulnerability rather than collective security (Subramaniam & Fernandez,
2025).

Importantly, this fragmentation also weakens progress towards SDG Targets 17.16
and 17.17, which emphasise knowledge-sharing partnerships and effective public-
private collaboration. Port operators, who are often the first to detect cyber anomalies
such as AIS spoofing or ransomware precursors, frequently withhold threat intelligence
because of concerns over economic confidentiality and the absence of “good faith”
liability protections (Magunna, 2024; Soner et al, 2024). As one port manager in
Singapore explained, “Reporting threats risks exposing our security gaps to competitors”
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(SG-03). This public-private divide keeps high-value threat data outside formal response
loops, weakens regional situational awareness, and limits the development of inclusive,
multi-stakeholder resilience.

In contrast to the Baltic Sea model, where European Union membership enables
legal interoperability and standardised cyber-maritime exercises (Agastia, 2021; X. Chen
& Yang, 2022), Southeast Asia requires sovereignty-sensitive governance innovation that
respects ASEAN norms while enabling functional cooperation. This calls for a
reconceptualisation of cyber sovereignty as a relational capability rather than a purely
unilateral authority. Such a shift may be advanced through anonymised data pools,
trusted intermediaries such as ReCAAP ISC, and confidence-building measures including
collaborative tabletop exercises under the ASEAN Defence Ministers’ Meeting-Plus
(ADMM-Plus) framework (Lawale & Ahmad, 2025). Without such a shift, the Malacca
Strait is likely to remain exposed to low-cost, high-impact hybrid operations, a systemic
risk that sits uneasily with the SDG vision of cooperative, sustainable, and resilient
infrastructure.

The persistence of delayed intelligence exchange despite shared vulnerability thus
establishes the foundational governance paradox that shapes the subsequent
institutional and operational constraints analysed in this study.

Institutional Fragmentation: Silos Within and Across Borders

Building on the governance paradox identified above, this subsection examines the
institutional layer of the framework by analysing how national cyber-maritime
governance architectures shape intelligence-sharing capacity.

The Malacca Strait littoral states exhibit significant differences in their national
cyber-maritime governance architectures. Indonesia displays the highest degree of
institutional fragmentation, with three key entities, Badan Siber dan Sandi Negara
(National Cyber and Crypto Agency, BSSN), Badan Keamanan Laut Republik Indonesia
(Indonesian Maritime Security Agency, BAKAMLA), and the Ministry of Defence,
operating under separate legal mandates, reporting hierarchies, and classification
standards. This structural compartmentalisation significantly constrains real-time
information sharing (Chen et al,, 2023; Huang et al., 2024). During the 2023 Batam port
ransomware incident, BSSN identified malicious code within hours but was unable to
notify BAKAMLA formally because of a classification mismatch: BSSN classified the threat
as “Confidential”, whereas BAKAMLA required “Secret” clearance for maritime alerts (ID-
05). This finding is consistent with broader observations of institutional fragmentation
in Southeast Asia (Bettani & Ahmed, 2023).

By contrast, Malaysia’s governance architecture shows a greater degree of
integration under the National Cyber Security Agency (NACSA), which coordinates
civilian cyber policy at the national level. However, the Royal Malaysian Navy (RMN)
Maritime Command maintains separate cyber units with incompatible threat databases
and distinct communication channels, preventing automatic correlation during joint
maritime operations (Magunna, 2024). This civil-military divide reduces situational
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awareness during hybrid crises that cut across both domains (Tikanmaki & Ruoslahti,
2024).

Singapore demonstrates the highestlevel of institutional integration, with the Cyber
Security Agency of Singapore (CSA), the Maritime and Port Authority of Singapore (MPA),
and the Ministry of Defence (MINDEF) operating through unified protocols, standardised
data formats, and shared threat-assessment procedures. This enables sub-hour cyber-
maritime handovers during active incidents (Khan, 2024). Despite these national
differences, all three countries face the same regional constraint: the absence of a legally
binding, cyber-capable multilateral governance arrangement able to bridge institutional
silos across borders (Edwards, 2022).

This fragmentation persists and intensifies at the regional level. Existing ASEAN
mechanisms, such as the Malacca Straits Patrols (MSP) and the Expanded ASEAN
Maritime Forum (EAMF), were originally designed to address kinetic threats such as
piracy and armed robbery. They do not include cyber mandates, technical
interoperability standards, or standardised taxonomies for hybrid cyber-physical
incidents (Edwards, 2022). As a result, these institutions remain poorly equipped to
respond to evolving maritime threat landscapes shaped by ransomware, AIS spoofing,
and supply-chain intrusion.

As Edwards (2022) argues, this institutional structure produces “fragmentation
without functional redundancy”: overlapping forums generate procedural activity but
provide no fail-safe capacities for cyber-maritime contingencies. A telling example
emerged during the 2024 Tri-Border Area cyber-smuggling operation, when Indonesian
authorities intercepted encrypted communications but were unable to share decryption
keys with Malaysian counterparts because no mutual legal assistance treaties (MLATsS)
for cybercrime were in place. This legal gap is not incidental; rather, it reflects a structural
feature of ASEAN’s sovereignty-first orientation.

This institutional vacuum runs counter to SDG 17.16, which calls for enhanced
partnerships in knowledge-sharing, and demonstrates that operational resilience is
shaped as much by governance design as by threat awareness. Unlike the Baltic Sea
model, where European Union membership enables legal harmonisation, joint cyber
exercises, and cross-border data flows under arrangements such as the NIS2 Directive
(Lawale & Ahmad, 2025), Southeast Asia continues to operate through the “ASEAN Way”,
a normative order grounded in sovereignty, non-interference, and consensus-based
decision-making (Dang & Mon, 2023; Honrada & Bokeriya, 2023).

Although these principles help preserve political stability in a diverse region, they
also constrain binding forms of cyber cooperation. Consequently, the littoral states face a
strategic dilemma: unilateral cyber resilience is insufficient against transnational
adversaries that deliberately exploit jurisdictional seams among Indonesia, Malaysia, and
Singapore, yet collective action remains politically constrained by entrenched
sovereignty sensitivities (Permal & Moorthy, 2024).

This tension points to the need for a shift towards functional cooperation,
understood here as operational collaboration that does not depend on full legal
harmonisation but instead relies on trusted intermediaries such as ReCAAP ISC,
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anonymised data exchange through STIX/TAXII standards, and confidence-building
measures such as ADMM-Plus tabletop exercises (Biihler et al., 2023; Ramsdale et al,,
2020). Such an approach remains compatible with ASEAN norms while promoting
practical resilience, and it offers a realistic pathway for Global South settings where
institutional capacity varies but shared vulnerability demands collective action. Without
such innovation, the Malacca Strait will remain a bottleneck not only for global trade but
also for regional security adaptation. These institutional silos extend beyond national
boundaries and become even more pronounced within regional cooperative
arrangements.

Cyber Threat Intelligence Practices: Formal Rigidity vs. Informal Fragility

The operational dimension of the governance framework becomes visible through
everyday intelligence-sharing practices, in which actors navigate between formal
institutional procedures and informal crisis-driven communication channels.

Thematic analysis of 18 semi-structured interviews and 47 policy documents
published between 2020 and 2025 indicates the existence of a dual-channel ecosystem
for cyber intelligence exchange across the Malacca Strait. Formal channels, such as the
ReCAAP Information Sharing Centre (ISC), the ASEAN-Singapore Cybersecurity Centre of
Excellence, and Malacca Straits Patrols (MSP) coordination meetings, provide
institutional legitimacy and auditability, yet remain poorly configured for cyber threats.
As one Malaysian respondent noted, MSP meetings “rarely discuss cyber threats unless
they directly affect patrol operations” (MY-04). Likewise, ReCAAP ISC reporting
templates do not include fields for cyber indicators such as malware hashes, IP addresses,
or attack vectors. Analysts are therefore compelled to fit cyber data into categories
originally developed for physical threats such as piracy, reducing analytical precision and
weakening response effectiveness. This finding is consistent with earlier studies
(Magunna, 2024; Setiawan & Padilla, 2025).

By contrast, informal channels, including military-to-military hotlines, port
authority liaison networks, and private-sector information sharing and analysis centres
(ISACs), offer speed and flexibility during crises. A Singaporean port cybersecurity lead
described using WhatsApp to transmit malware signatures to counterparts in Tanjung
Priok, explaining that “It functions effectively during crisis situations, but there’s no
record-keeping, and Badan Siber dan Sandi Negara (National Cyber and Crypto Agency,
BSSN) never sees these alerts” (SG-05). These ad hoc arrangements enable sub-hour
communication, but they lack durability, standardisation, and institutional memory
(Senarak, 2025). More importantly, they often exclude civilian cyber agencies such as
Indonesia’s BSSN and Malaysia’s National Cyber Security Agency (NACSA), thereby
reinforcing civil-military divides during hybrid incidents that require integrated
responses (Pramono, 2025).

As shown in Table 3, cyber intelligence-sharing in the Malacca Strait operates
through two governance pathways, revealing a persistent tension between speed and
accountability that directly affects maritime infrastructure reliability under Sustainable
Development Goal (SDG) Target 9.1.
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Table 3. Cyber Intelligence-Sharing Channels: Operational Characteristics and SDG
Source: Processed by the Author (2025)

Channel Examples Strengths Limitations SDG T_arg(_at 9.1
Type Implications
ReCAAP Slow, often Undermines
Information Leoall involving delays of infrastructure
Sharing Centre saly 48-72 hours, and reliability by
Formal sanctioned, : :
(ISC), Malacca auditable not designed for delaying
Straits Patrols cyber threat coordinated
(MSP) indicators response
Mlhti?;_}ll:‘illnes’ Rapid, often  No audit trail, weak Creates resilience
P . under one institutional gaps for non-
information o
Informal . hour, and memory, and military and cross-
sharing and . : .
: flexible during frequent exclusion sector
analysis centres . i . .
crises of civilian agencies infrastructure

(ISACs)

The coexistence of formal rigidity and informal flexibility creates a persistent trade-
off between accountability and responsiveness, ultimately weakening sustained regional
resilience. The findings challenge the assumption that institutional proliferation
automatically enhances resilience. Instead, overlapping forums generate procedural
density without operational coherence, reinforcing what earlier governance research has
described as “fragmentation without functional redundancy” (Edwards, 2022).

The role of the private sector is especially significant. Port operators reportedly
detect approximately 83% of initial cyber anomalies, including AIS spoofing, ransomware
precursors, and network intrusions, yet no secure and legally protected pathways exist
for reporting these findings to national authorities (Klar et al., 2023). As one port
manager observed, “reporting threats risks exposing our security gaps to competitors”
(SG-03). This operational reality reveals a systemic gap: high-fidelity threat intelligence
exists, but it remains outside formal response loops because of commercial
confidentiality concerns and the absence of liability safeguards.

This dichotomy between formal and informal intelligence-sharing channels points
to a deeper structural weakness in regional maritime governance: formal processes
remain institutionally inert, whereas informal arrangements are operationally
unsustainable. ReCAAP ISC, for example, illustrates institutional path dependency. Its
reporting templates, originally developed in the early 2000s to address piracy, remain ill-
suited to cyber threats despite the rise of hybrid threat environments (Alaeifar et al,,
2024; Saeed et al.,, 2023; Wang, 2025). This legacy architecture lacks fields for technical
indicators such as malware hashes, IP addresses, and attack pathways, making it
increasingly inadequate for contemporary cyber-maritime scenarios.

At the same time, reliance on commercial platforms such as WhatsApp, although
expedient during emergencies, raises concerns regarding data integrity, confidentiality,
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and chain-of-custody requirements relevant to forensic attribution and legal
admissibility (Abraham et al.,, 2025). These informal networks also tend to exclude
civilian cyber authorities, including Indonesia’s BSSN and Malaysia’s NACSA, thereby
deepening a problematic civil-military divide (Aji, 2025). During hybrid incidents
spanning both physical and digital domains, such as ransomware attacks on port logistics
systems, the inability of military hotlines to interface effectively with civilian cyber
agencies delays coordinated responses and heightens systemic vulnerability.

This divergence reduces the inclusiveness of regional cyber governance and
weakens cross-sectoral resilience. Port operators, who identify a substantial share of
early cyber anomalies (Klar et al., 2023), remain excluded from formal intelligence loops
because of business confidentiality concerns and the lack of “good faith” liability
protections (Rodrigues, 2020). The current system therefore rewards silence rather than
disclosure, producing strategic blind spots that adversaries can readily exploit through
low-cost, high-impact operations.

These findings call into question a common assumption in security governance,
namely that institutional proliferation necessarily leads to greater resilience (Caballero-
Anthony, 2020). In the Malacca Strait, the presence of MSP, the Expanded ASEAN
Maritime Forum (EAMF), ReCAAP ISC, and the ASEAN-Singapore Cybersecurity Centre of
Excellence has produced procedural overlap without operational coherence, a condition
that Edwards (2022) characterises as “fragmentation without functional redundancy”.
Rather than creating additional forums, what is needed is strategic coherence: a minimal,
high-trust governance arrangement capable of linking existing nodes through established
protocols such as STIX/TAXII, anonymised data exchange, and legal safeguards for good-
faith reporting (Christensen, 2023).

Such an approach would help transform the current dual-channel dysfunction into
a more coherent and resilient intelligence ecosystem. By decoupling threat sharing from
capacity disclosure and incorporating private-sector detection into public-sector
response mechanisms, the littoral states could align operational practice more closely
with the Sustainable Development Goal (SDG) imperatives of inclusive, multi-stakeholder
cooperation and reliable infrastructure. Without such a shift, the region is likely to remain
trapped in a cycle of reactive fragmentation, limiting its ability to respond effectively to
the adaptive tactics of twenty-first-century hybrid adversaries. These operational
tensions reveal governance barriers that cannot be explained by institutional structure
alone.

Governance Barriers: The Tripartite Constraint Structure

Integrating the institutional and operational findings discussed above, this
subsection identifies a tripartite constraint structure, legal, technical, and political, that
helps explain the persistent failure of cross-border cyber threat intelligence (CTI)
exchange in the Malacca Strait (Liebetrau & Bueger, 2024).

Thematic analysis of interview transcripts and policy documents reveals three
interlocking governance barriers that impede cross-border CTI exchange. Legally,
national data sovereignty laws create substantial delays. Undang-Undang Perlindungan
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Data Pribadi (Personal Data Protection Law), No. 27/2022 in Indonesia restricts the
transfer of “critical infrastructure” data across borders without ministerial approval,
causing routine CTI exchange to be delayed by 48 to 72 hours during active incidents (ID-
07). Similarly, Malaysia’s Cybersecurity Act 2024 restricts flows of port operational data,
while classification mismatches, for example when a cyber intrusion is treated as
“Confidential” in Jakarta but “Top Secret” in Singapore, generate procedural deadlock
during joint assessments (Cheryl & Ng, 2022; Y. Jin et al,, 2025).

Technically, interoperability gaps hinder automated threat correlation (Zibak et al.,
2022). Singapore has adopted global standards such as Structured Threat Information
eXpression (STIX) and Trusted Automated eXchange of Indicator Information (TAXII) for
machine-readable intelligence exchange (Dimitriadis et al.,, 2021). By contrast, Indonesia
and Malaysia continue to rely heavily on unstructured formats such as PDF reports, CSV
logs, and email attachments (Ramsdale et al., 2020; Rantos et al, 2020). As one
Singaporean analyst noted, “We receive Malaysian indicators of compromise as PDF
attachments, we must manually re-key data before correlation, losing 6-8 hours” (SG-
05).

Table 4. Governance Barriers to Cross-Border Cyber Threat Intelligence
Source: Processed by the Author (2025)

Barrier

Type Manifestation SDG Implications Illustrative Evidence
Data localisation rules, Undermines SDG Target .In'donesufm laV\{ '
cross-border transfer 91 by delavin prohibits sharing critical

Legal restrictions, and - BY ymng infrastructure data

e coordinated protection : .. .
classification N without ministerial
of critical infrastructure

mismatches approval” (ID-07)

Uneven adoption of = Weakens SDG Target 9.b
STIX/TAXI], by constraining
Technical incompatible data technology transfer and
formats, and manual re-  interoperable digital
keying capacity

Malaysia uses CSV logs;
Singapore uses STIX.
Correlation cannot be
automated” (SG-05)

Sovereignty-first

thinking, strategic Undermines SDG Target “Sharing too much might

. : 17.16 by weakening reveal our defensive
Political mistrust, and reluctance .
to disclose defensive knowledge-sharing weaknesses to
partnerships neighbours” (MY-06)

practices

Politically, a sovereignty-first mindset continues to shape regional discourse.
Interviewees consistently expressed concern that sharing detection methodologies might
expose defensive weaknesses. As one Malaysian naval officer stated, “Sharing too much
might reveal our defensive weaknesses to neighbours” (MY-06). This perception is
reinforced by wider strategic competition in the Indo-Pacific, where cyber capabilities
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are often treated as sensitive national assets rather than shared security resources
(Subramaniam & Fernandez, 2025).

Barriers to cross-border CTI governance arise through the interaction of legal
restrictions, technical incompatibilities, and sovereignty-driven political concerns,
revealing the multidimensional nature of cyber-maritime governance constraints.

Table 4 shows that these barriers do not operate independently. Rather, they
interact to form a self-reinforcing governance cycle that locks regional cooperation into
procedural inertia. This recursive pattern aligns with broader debates on cyber
sovereignty in emerging regional orders, where cooperation must coexist with deeply
embedded non-interference norms (Hofmann & Pawlak, 2023).

These legal, technical, and political barriers therefore constitute a mutually
reinforcing constraint structure. Political mistrust provides the basis for legal rigidity, as
states invoke sovereignty to restrict data flows on national security grounds. In turn,
these legal constraints legitimise technical minimalism by reducing incentives to invest
in interoperable systems such as STIX and TAXII. This cyclical pattern helps explain why
growing awareness of hybrid threats has not translated into meaningful collective action.

Legally, data governance regimes in Southeast Asia increasingly treat cyber data as
a strategic sovereign asset rather than a shared resilience resource, a pattern thatin some
respects parallels wider regional debates on cyber sovereignty (Yu & Wang, 2025). This
tendency is reflected in Indonesia’s Personal Data Protection Law (2022) and Malaysia’s
Cybersecurity Act (2024), both of which impose restrictions on routine cross-border data
transfers without high-level approval. Under this legal logic, CTI is treated not as an
operational necessity for resilience, but as a potential national security liability.

Technically, uneven STIX/TAXII adoption reflects wider disparities in institutional
capacity. Singapore’s more advanced cyber ecosystem, supported by stronger funding,
specialised personnel, and integrated civil-military coordination, contrasts with the more
resource-constrained settings in Indonesia and Malaysia, where legacy information
systems, limited technical expertise, and budgetary constraints hinder standardisation
(Klar et al., 2023). Without regional capacity-building efforts, this digital gap is likely to
persist and continue to obstruct automated threat correlation.

Politically, ASEAN’s principle of non-interference, while important for regional
cohesion, can also reinforce zero-sum thinking in the security domain. CTI is often
perceived as a form of unilateral exposure rather than mutual reinforcement, particularly
in the context of intensifying strategic competition between the United States and China
in the Indo-Pacific (Singh et al.,, 2025). This mindset is compounded by the absence of
confidence-building mechanisms, such as joint cyber exercises or transparency protocols,
that might gradually transform scepticism into strategic trust among the littoral states.

The interaction between legal rigidity, technical asymmetry, and political mistrust
thus produces a self-reinforcing cycle of institutional inertia. The evidence points not
simply to a capacity deficit, but to a governance lock-in effect: political mistrust justifies
legal restrictions, legal restrictions reduce technical interoperability, and technical
incompatibility in turn reinforces mistrust (Hofmann & Pawlak, 2023). This recursive
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structure helps explain why escalating hybrid threats have not produced adaptive
institutional reform.

Crucially, this tripartite constraint structure directly undermines multiple
Sustainable Development Goals, particularly SDG Target 9.1 on reliable infrastructure,
SDG Target 9.b on technological upgrading and innovation, and SDG Target 17.16 on
knowledge-sharing partnerships. Breaking this cycle requires more than technical
improvement; it requires a reconceptualisation of cyber sovereignty itself. As Lawale and
Ahmad (2025) suggest, sovereignty in the digital era may be understood as relational
capacity, that is, the ability to exercise agency through trusted networks, anonymised
data pools, and functional cooperation. Such an approach would decouple CTI exchange
from capability disclosure, allowing littoral states to strengthen collective resilience
without sacrificing strategic autonomy. Without such a shift, the Malacca Strait is likely
to remain exposed to low-cost, high-impact hybrid operations that exploit institutional
inertia.

The preceding empirical findings show that governance fragmentation is not merely
structural but procedural, embedded in legal rigidity, technical incompatibility, and
political mistrust. The proposed Malacca Cyber Intelligence Node (MCIN) blueprint
therefore emerges inductively from these observed bottlenecks. Each design feature,
including federated architecture, anonymised signal exchange, and model liability
safeguards, corresponds directly to one dimension of the tripartite constraint structure
identified in this study. Addressing this recursive constraint structure requires
governance innovation capable of preserving sovereignty while enabling functional
cooperation.

Towards Cooperative Sovereignty: A Critical Analysis of the MCIN Blueprint

Responding directly to the tripartite constraints identified above, this study
proposes the Malacca Cyber Intelligence Node (MCIN) as a sovereignty-compatible
governance mechanism for operationalising Cooperative Sovereignty. Hosted through
the ReCAAP Information Sharing Centre (ISC), MCIN is designed to function within
ASEAN’s sovereignty-sensitive norms while enabling practical cooperation through
technical and legal innovation, thereby addressing key gaps in existing arrangements
(Magunna, 2024).

The proposed platform rests on three core elements. First, it employs automated
anonymisation processes to remove attribution metadata, such as IP addresses, malware
hashes, and sensor locations, from threat indicators before redistribution. This would
allow the littoral states to share patterns of hostile activity without disclosing sensitive
operational sources or defensive capabilities, thereby reducing sovereignty-related
concerns (Lawale & Ahmad, 2025). Second, MCIN adopts an SDG-aligned incident
taxonomy informed by International Maritime Organization (IMO) guidance and
introduces a mandatory 24-hour notification protocol for incidents affecting port
operations, navigational safety, or critical maritime infrastructure, thereby reinforcing
the reliability imperative embedded in SDG Target 9.1 (Unctad, 2020; United Nations,
2026). Third, MCIN would be supported by an ASEAN-developed Model Agreement on
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Maritime Cyber Data Exchange that provides “good faith” liability protections for
participating agencies and private-sector firms disclosing cyber threats under defined
conditions (Ferreira & Cavelti, 2025; Hanisch et al., 2025). This legal mechanism is
intended to encourage private-sector participation by reducing exposure to commercial
and legal risks, thereby addressing the public-private divide identified in the empirical
findings.

At the same time, the MCIN proposal raises important structural and political
concerns that require careful consideration. First, asymmetries of trust may limit
participation. ReCAAP ISC’s institutional proximity to Singapore, a technologically
advanced yet geopolitically sensitive actor, may discourage Indonesia and Malaysia from
sharing high-fidelity threat data because of concerns that defensive capabilities or
operational weaknesses could be inferred indirectly (Lawale & Ahmad, 2025). This
perception is likely to be reinforced by longer-standing sensitivities regarding external
influence in maritime security governance.

Second, anonymisation may reduce the strategic value of intelligence. Without
attribution metadata, recipient states may struggle to assess adversary intent, capability
development, or campaign continuity across incidents, thereby limiting MCIN’s utility for
strategic warning, threat forecasting, and long-term defence planning (Abraham et al,,
2025). Although anonymised data may support tactical response, it is less effective in
generating the deeper situational awareness required to address sophisticated or state-
linked threat actors.

Third, private-sector participation remains uncertain in the absence of a legally
binding Model Agreement on Maritime Cyber Data Exchange adopted by all littoral states.
A purely voluntary arrangement may reproduce existing governance gaps, particularly
where commercial confidentiality and liability concerns outweigh collective security
incentives. This concern is especially relevant to port operators and logistics firms, which
detect a large proportion of cyber anomalies but may remain reluctant to report them
without credible legal protections (Ferreira & Cavelti, 2025; Hanisch et al,, 2025).

ASEAN Coordinating Layer

v
Federated MCIN Node
v
| | ] |
Indonesia CERT Malaysia CERT Singapore CERT Port Operators
| | | |
¥

Local Data Control and Encrypted Signal Exchange

Figure 2. Federated MCIN Architecture
Source: Author’s design based on Fenton (2024) and Peng et al. (2025)

To translate technical exchange into strategic trust, MCIN would need to be
complemented by confidence-building measures such as cooperative cyber tabletop
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exercises under the ASEAN Defence Ministers’ Meeting-Plus (ADMM-Plus) framework.
Unlike the European Union’s top-down model under the NIS2 Directive (European
Commission, 2025), MCIN’s sovereignty-preserving design is intended to remain
compatible with ASEAN’s non-interference principle while still enabling practical
resilience.

As illustrated in Figure 2, the proposed architecture consists of an ASEAN
coordinating layer linked to a federated MCIN node, which in turn connects national
Computer Emergency Response Teams (CERTSs) in Indonesia, Malaysia, and Singapore,
alongside port operators. This structure preserves local data control while enabling
encrypted signal exchange across participating nodes. In this sense, MCIN operationalises
the Cooperative Sovereignty framework by combining legal safeguards, anonymised
technical exchange, and political confidence-building measures within a federated
intelligence arrangement. Rather than replacing existing institutions, it is conceived as an
interoperability layer connecting fragmented governance nodes. Its value lies not in
transcending sovereignty, but in recalibrating sovereignty as a basis for structured
cooperation under conditions of persistent political sensitivity.

Global South Governance Constraints and Scalability

Extending beyond the Malacca Strait case, the findings highlight broader
governance constraints characteristic of maritime corridors in the Global South. The
design of the Malacca Cyber Intelligence Node (MCIN) emerged inductively from
recurring themes identified through thematic analysis. Concerns regarding data
sovereignty, classification mismatches, and delayed inter-agency notification directly
informed the federated and anonymised architecture proposed in this study.

This suggests that MCIN may offer a scalable model for other Global South
chokepoints, including the Strait of Hormuz and Bab el-Mandeb. Theoretically, the model
extends Regional Security Complex Theory (Buzan & Wever, 2003) by demonstrating
how functional cooperation may emerge through Cooperative Sovereignty, understood
here as a relational practice in which states exercise agency through trusted, anonymised
collaboration rather than through isolation. Its viability, however, depends on balancing
technical feasibility with political acceptability, a tension that is likely to shape the future
of maritime cyber resilience in the Indo-Pacific.

The governance challenges observed in the Malacca Strait are not unique
(Caballero-Anthony, 2020). Rather, they reflect broader structural constraints commonly
faced by maritime regions in the Global South. These include asymmetries in institutional
capacity among littoral states, uneven investment in cybersecurity, dependence on
external technology providers, and deeply embedded sovereignty norms that limit
supranational delegation of authority. In contrast to higher-capacity Western maritime
governance systems, where institutional harmonisation and resource pooling may be
more feasible, Global South corridors must navigate a more complex balance between
vulnerability exposure, institutional fragmentation, and resource scarcity (Adewumi,
2021; McCabe, 2023).
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Recent governance scholarship suggests that cybersecurity resilience in the Global
South is shaped less by technological absence than by coordination deficits and
normative sensitivities (Fenton, 2024; Peng et al,, 2025). This literature shows that
fragmentation across agencies, legal classification barriers, and sovereignty-centred
diplomatic traditions often impede the development of real-time intelligence-sharing
mechanisms (Radanliev, 2025). Accordingly, scalable governance models for maritime
cyber resilience must prioritise institutional feasibility and the preservation of
sovereignty, rather than rely on centralised enforcement or binding legal harmonisation
that may prove politically untenable in such contexts.

Against this backdrop, the proposed MCIN seeks to address these structural
challenges by embedding federated coordination within existing institutional
arrangements. Rather than introducing supranational authority, the model operates
through modular interoperability and anonymised data exchange, thereby aligning with
sovereignty-sensitive governance norms (Otto & Jarke, 2019). In this respect, MCIN offers
an adaptive governance approach that may be transferable to other Global South
maritime corridors characterised by uneven institutional capacity yet shared systemic
vulnerability, while also contributing to broader debates on cooperative governance
under sovereignty constraints (Chai & Wu, 2025). At the same time, its operational
viability remains context-dependent and would require adaptation to local geopolitical
and institutional conditions. Collectively, the empirical analysis indicates that maritime
cyber resilience depends less on technological capacity alone than on governance
arrangements capable of reconciling sovereignty preservation with cooperative
intelligence exchange.

Conclusion

This study shows that strengthening maritime cyber resilience in Global South
settings requires sovereignty to be re-situated not merely as a constraint, but as a basis
for functional cooperation. The findings demonstrate that the principal obstacle to cross-
border cyber threat intelligence (CTI) exchange in the Malacca Strait is not infrastructural
unreliability alone, but persistent institutional fragmentation, expressed through
bureaucratic resistance to cross-border and public-private cooperation. More
importantly, this fragmentation is sustained by a tripartite constraint structure in which
legal rigidity, technical incompatibility, and political mistrust interact dynamically to
reproduce cycles of non-cooperation.

In response, this study advances the Cooperative Sovereignty framework as an
alternative analytical lens. By rethinking regional security dynamics beyond the
individual state, it shows how states may exercise sovereignty jointly through structured
cooperation rather than unilateral control. This challenges the zero-sum assumption that
CTI exchange necessarily weakens national security. Instead, the proposed MCIN
architecture illustrates how anonymised and federated intelligence-sharing
arrangements may strengthen strategic autonomy while enabling collective resilience. In
this respect, the framework offers analytical value for Global South scholarship seeking
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governance solutions compatible with non-interference norms and limited functional
resilience under conditions of growing hybrid threat exposure.

Practically, the MCIN blueprint offers littoral states a possible framework for
transforming the Malacca Strait from a zone of vulnerability into a corridor of resilience.
By drawing on ReCAAP ISC as a trusted intermediary, introducing incident taxonomies
aligned with SDG priorities, and supporting sovereignty-preserving legal arrangements,
MCIN provides a structured institutional mechanism for operationalising partnership-
based cyber resilience within ASEAN’s regional cooperation setting.

Several avenues for future research emerge from this study. First, comparative
research could assess the scalability of MCIN in other maritime chokepoints, such as the
Strait of Hormuz and the Sulu-Sulawesi Seas, under different geopolitical conditions.
Second, quantitative analysis could examine how delays in intelligence-sharing affect
infrastructure reliability and resilience outcomes. Third, tabletop exercises simulating
MCIN functions during hybrid crises could help test technological arrangements while
building confidence among practitioners. Ultimately, the prospects for reducing systemic
vulnerability in the Malacca Strait will depend on whether sovereignty-sensitive
cooperation can gradually be translated into organised and durable resilience
mechanisms.
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