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Abstract 

Decolonisation of academia has become a 'vogue' among scholars, students and 
activists, which has resulted in many publications on decolonisation. Unlike the social 
sciences, the online world and digital data have not received much attention from 
decolonial scholars. Digital data colonialism combines historical colonialism's 
predatory aspect and computer science ability to quantify and commodify online 
relations. The organisations responsible for digital data colonialism are big tech 
companies and powerful Western countries' intelligence agencies. Tech companies 
gather digital data and sell it for profit to big businesses. While, intelligence agencies of 
powerful Western gather digital data and use it for national interest and securitisation 
of populations under the banner of fighting terrorism, which reproduces non-Western 
countries' coloniality. This paper discusses the coloniality of non-Western countries by 
powerful Western countries through the use of digital data colonialism, which is carried 
out by their inelegance agencies and Western tech companies. 
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Introduction 

Over the last few decades discussing colonialism, decolonisation and coloniality 

have gained much traction among scholars and students in Western and non-Western 

countries (Said 1979; Connell 2007; Alatas 2000; Grosfoguel 2013; Mignolo 2011; 

Mwambari 2020; Kwet 2019; Steinmetz 2017). These discussions have led to two things. 

Firstly, calls to decolonise the social science and humanities subjects, but this is only in a 

few countries such as South Africa, UK and the US (Bhambra et al. 2018). Secondly, 

scholars such as Tuck and Yang (2012) have called for decolonisation to be more radical 

and engage in 'practical decolonisation' and avoid ‘moves to innocence. However, until 

recently, there has been little discussion on digital data colonialism by Western tech 

companies and powerful Western countries' intelligence agencies. Scholars have 

discussed ownership, access to the Internet, Internet infrastructure and how Western 

tech companies such as Facebook, Google, Apple and Amazon use customer data (Zuboff 

2019; Mejias and Couldry 2020; Jim et al. 2016; Kwet 2019; Coleman 2019; Pinto 2018; 

Youn 2019; Monique and Angela, 2019; Notias 2020). The Snowden leaks in 2013 led to 

some discussion about data gathering by the intelligence agencies of powerful Western 

countries and allied countries (Five Eyes, SIGINT Senior Europe and SIGINT Senior 

Pacific), but these discussions were not framed through a decolonial lens. Digital data 

gathered by intelligence agencies from the Internet, surveillance cameras, tracking 

devices, biometric machines, satellites, geospatial mapping technology and drones 

affords powerful Western countries their allies a lot of power to securitise populations 

and maintain economic and political dominance over rival countries (The Intercept 2018; 

Dorling 2014; UNHCR 2015; Thoma 2018, Kaurin, 2019; Jacobson 2017; Mejias and 

Couldry 2020; Babuta et al. 2020). The power comes from the knowledge produced from 

the digital data, which is used to develop securitisation policies. 

This situation has also led to what Byler and Boe (2019) call 'terror capitalism', 

which has its roots in the 'War on Terror'. The war justified the development and use of 

digital data gathering surveillance technology in counter-terrorism programs in many 

countries, at the expense of human rights. One example of this is an Israeli company called 

Faception is offering technology to detect terrorists, and in Berlin, such technology has 

already been tried out (Faception 2020; Baz 2019; Huggler 2017). Another example is 

NSO, an Israeli company that develops sophisticated spyware, which is sold to many 

governments and security agencies to spy on people deemed a ‘threat’ to the state's 

national interest (Marczak et al. 2018). Chinese companies such as Yitu worked with the 

Malaysian government to develop artificial intelligence (AI) software (facial recognition) 

to help Malaysian police identify criminals (Tao 2018). Using digital data to develop the 

technology mentioned above raises several serious ethical issues, such as extrajudicial 

killings because of racist algorithms and AI being racist. An excellent example of this is 

the 'Future Dangerousness' program used by US courts (O' Neil 2016). Although digital 

data colonialism affords powerful Western countries a lot of economic and political 

power, this is not without criticism from Western civil rights groups, who have asked 

serious questions about data privacy and the digital data's final use (Mejias and Couldry 
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2020). Even though civil rights groups raise ethical concerns, these concerns seem to be 

limited to what happens in Western countries. There is little focus on the impact that 

digital data colonialism is having in non-Western countries.  

This paper employs the definition of the terrorism industry, as developed by 

Herman and O’ Sullivan (1989: 55-213). The terrorism industry is composed of the 

intelligence agencies of powerful Western countries and their allies, think tanks, lobbying 

organisations, research centres, security firms, scholars, media firms, private military 

firms, tech companies and NGOs. All of them are located in powerful Western countries 

or allied countries. The terrorism industry is an offshoot of counterinsurgency studies 

and emerged in the 1970s to counter the threat posed by the Soviet Union, and over the 

last few decades, has produced an abundance of knowledge about terrorism and related 

issues (Stampnitzky 2014). During colonial times, in countries like Malaysia, 

counterinsurgency played a pivotal role in undermining the Malaysian independence 

movement (French 2011; Hack 1999, 2009). Any counterinsurgency's success is based 

on data gathered on a movement or group that is considered to pose a risk to any given 

country's interests or occupying force (Komer 1972; Yazid 2019; Comber 2008; Karari 

2018; Balce 2016). As a successor to counterinsurgency studies, the intelligence 

gathering side of the terrorism industry continues to gather data on populations, 

movements and groups that, for example, countries like the US and the UK deem as posing 

a risk to their national interests by using technology, which is far more sophisticated than 

their predecessors used.   

This paper has a modest remit and aims to start a discussion on the relationship 

between the terrorism industry and digital data colonialism and the continuity of 

coloniality of non-Western countries. The paper focuses on the intelligence agencies of 

powerful Western countries and their allies (Five Eyes, SIGINT partners and SIGINT 

Pacific) because they are part of the terrorism industry and play a vital role in coloniality 

non-Western countries. The intelligence-gathering agencies provide the data and 

knowledge to develop strategies and programs that enable non-Western countries to 

reproduce coloniality. The paper has three sections. The first section introduces 

decolonial concepts that inform the paper. The second section discusses how powerful 

countries' intelligence agencies and Western tech companies work together to ensure 

that non-Western countries' coloniality continues. The paper concludes by urging fellow 

scholars to do two things. Firstly, adopt the decolonial approach and analyse how the 

industry engages in digital data colonialism and reinforces coloniality. Secondly, scholars 

concerned about the decolonisation of non-Western countries need to develop ways to 

implement Tuck and Yang’s (2012) advice on undoing non-Western countries' 

coloniality. 

Decolonial Concepts 

The first decolonial concept that is relevant for this paper is digital data colonialism. 

Digital data colonialism is something that tech companies like Facebook and Google do, 

and it involves predatory colonialism, data extraction, data quantification and data 



 

34   Volume 3 Issue 1 April 2022 

commodification of digital data (Couldry and Mejias 2019; Doffman 2019). Digital data 

colonialism is also a part of what Zuboff (2019) calls surveillance capitalism, which is the 

economic order that deems ‘human experience’ as free raw material, which is extracted 

from interactions between humans and technology and used for profit and developing 

technology that is used for predicting human behaviour. Predictive behaviour modelling 

generates profit for big business (Kachamas et al. 2019) and provides governments, such 

as the UK government, a way to predict radicalisation and terrorism (McKendrick 2019). 

That said, digital data colonialism and surveillance capitalism are impossible to escape 

because societies rely on and need more artificial intelligence technology to make ‘life 

easier’ such as Google Home, home robots and very soon driverless cars. This situation 

means that people have become trapped in a cycle of being ‘sources of extraction, 

prediction, and consumption’. 

However, digital data colonialism is not only carried out by Western tech 

companies, but as mentioned earlier, powerful Western countries and their allies also 

engage in digital data colonialism. The current definition of digital data colonialism is 

somewhat restrictive and needs expanding to include the intelligence-gathering practices 

carried out by the intelligence agencies of powerful Western countries and their allies. 

These practices involve intelligence gathering by a ‘network of intelligence agencies 

belonging to powerful Western countries and their allies that use sophisticated 

surveillance and data extracting technology. The network is led by the US and the UK and 

assisted by allied countries. The motivation behind digital data colonialism for powerful 

Western countries is not profit, but profit can be one outcome. The main reason is to gain 

an economic and political advantage over rivals, which means securitisation of resource-

rich non-Western countries and populations deemed dangerous. The world was made 

aware of digital data colonialism by powerful Western countries' intelligence agencies 

when Edward Snowden leaked NSA secret documents that detailed how the US and UK 

gathered social media users' data and spied on friendly and non-friendly governments. 

The leaks revealed the sheer amount and scope of digital data colonialism carried out by 

the countries mentioned and not surprisingly received much criticism from civil rights 

groups and the European parliament. 

One way to understand the power that digital data colonialism affords powerful 

Western countries and their allies is to think about it at one level as providing a 'God-Eye 

view' (seeing and knowing everything) and at another level having an omnipresence of 

being everywhere at all times by using surveillance technology. The God-Eye view 

mentioned above is a continuation of the God-Eye view that resulted from the 16th-

century genocides and epistemicides, which created the conditions for Descarte's to come 

up with his famous phrase, 'I think, therefore I am' (Grosfoguel 2013). The 'I' in the phrase 

refers to the white Western man and his culture and his modes of knowledge as superior, 

as well as to a quality of 'being' that enables him to think, produce knowledge, and have 

agency (Grosfoguel 2013). The opposite of the phrase, as Maldonado-Torres (2014) 

mentions, 'I do not think, therefore I am not', which means that everyone who is not 

Western and a white male is not only inferior, but his or her culture and modes of 

knowledge are also inferior. He or she is neither credited with the qualities of the white 
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man (Quijano 2007). Today, Descarte's ‘I’ can refer to powerful Western countries and 

their allies because digital data colonisation affords them great power and control to 

colonise the present and future and therefore create, direct, manage and control the 

future of non-Western countries.    

The second concept is coloniality, which Mignolo (2011) calls the dark side of 

modernity. For Mignolo (2011), modernity and coloniality are interconnected and 

inseparable. This power arrangement has come to define all aspects of life, including 

culture, education, politics and knowledge production (Maldonado-Torres 2007; 

Grosfoguel 2006). Coloniality has three parts. Firstly, the coloniality of power, secondly, 

the coloniality of knowledge and finally, the coloniality of being. All three explain different 

aspects of coloniality (Ndlovu-Gatsheni 2013). The coloniality of power is the 

continuation of colonial structures of domination based on race and racism, which 

intersect with other categories and are the organising principle that structures other 

hierarchies of capitalism, such as labour and gender (Grosfoguel 2011). At the 

institutional level, coloniality of power is visible in how international financial and 

political organisations like the IMF, the World Bank, NATO, EU and the UN operate 

(Ndlovu-Gatsheni 2013; Grosfoguel 2006). The coloniality of knowledge refers to how 

local knowledge, modes of imagining and knowing the world have been replaced by 

Eurocentric knowledge because of its claim to scientific-ness. This situation results from 

the epistemicide of non-Western knowledge and religions (Ndlovu-Gatsheni 2013; 

Grosfoguel 2006; Quijano, 2007). Typically, coloniality of knowledge creates intellectual 

imperialism and a 'need' among some non-Western scholars to seek validation from 

Western scholars because of Western epistemology’s dominance over non-Western 

epistemologies and its claim to universalism and objectivity (Bolivar 2010; Alatas 2000; 

Santander 2010; Grosfoguel 2006; Santos 2014, 2018). However, coloniality of 

knowledge in the context of digital data gathered by tech companies on behalf of powerful 

Western countries and Western countries' intelligence agencies maintains coloniality of 

non-Western countries by using digital data to fulfil economic, political and security 

policy goals. 

The third part of coloniality is the coloniality of ‘being’, where the West is the zone 

of being and the non-West the zone of non-being. This binary is premised on Descarte's 

famous quote 'I think therefore I am', which means that only Western white men can 

think and therefore have the quality of existence and the 'Other' does not (Maldonado-

Torres 2007; Grosfoguel 2016). The zone of non-being is the culmination of the 

coloniality of power and knowledge and operationalised to dehumanise and carry out 

violence on those below the abyssal line. An excellent example of this is the ‘War on 

Terror’, and how it created another line abyssal between Muslims and non-Muslims. 

Muslims occupied resided below the line of abyssal, which meant the surveillance of 

Muslims, data gathering on the religiosity and politics of Muslims, and violence inflicted 

on Muslims in form drone strikes, extrajudicial killings and torture (Raphael et al. 2016; 

Gordon, 2016; Gallagher, 2015; Fisher, 2013). 
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Intelligence Agencies and Coloniality 

As mentioned earlier, the terrorism industry is comprised of many actors, including 

the intelligence agencies of powerful Western countries and tech companies. This section 

will discuss how these intelligence agencies and, in some cases, with Western tech 

companies' help maintain the coloniality of non-Western countries. 

Until the Snowden leaks, the world knew very little about the digital data 

colonialism carried out by powerful Western countries' intelligence agencies. The 

Snowden leaks mentioned that the intelligence agencies of the US (National Security 

Agency - NSA) and the UK (Government Communications Headquarters - GCHQ), with the 

assistance of allied countries and Western tech companies, tapped into Submarine cables 

and colonised the Internet data produced by Internet users from many countries, 

including from their own (MacAskill et al. 2013; Davenport 2015; Ball 2013). 

The Snowden leaks made the world aware of global intelligence-gathering 

networks composed of intelligence agencies of powerful Western countries and their 

allies, dating back to the Second World War. There are many networks, but the most 

important and powerful one is called the Five Eyes, which is the successor to the signals 

intelligence cooperation (SIGINT), which was set up during the Second World War by the 

US, UK and Australia (O’Neil 2017). After the war, the Five Eyes network was set up by 

the US and UK and included three other English-speaking countries: Canada, Australia 

and New Zealand (O'Neil 2017). Apart from the UK, the other countries are former 

colonies of the UK and settler states. These countries have mutual interests in joining the 

network and bringing capabilities that the others do not have, such as technology and 

geographical location. From the outset, the network heavily relied on technology. When 

satellite technology was developed, the network used it to develop a sophisticated digital 

data colonising program called Echelon that enabled the network to monitor all types of 

private and public sector organisations in all most every country (O’Neil 2017). The Five 

Eyes network colonised digital data from many countries, not only for security reasons 

but also to gain an economic and political advantage. The United States is responsible for 

SIGINT in Latin America, most of Asia, Russia, and northern China. At the same time, 

Australia is responsible for its neighbours (such as Indonesia), China, and Indo-China 

nations. Britain is responsible for Africa and the former Soviet Union, West of the Urals. 

Russia's polar regions are Canada's responsibility, and New Zealand’s area of 

responsibility is the Western Pacific. (Richelson, 2012).  

The remit for intelligence gathering of the Five Eyes members is quite extensive. It 

seems as though the goal of the network is to know everything about every other country. 

Be this be on security, politics or economics. In 1982, the US set up another network 

called SIGINT Seniors Europe, and it primarily focussed on the Soviet Union because of 

the Cold War. The initial and core members of SIGINT Seniors Europe are the Five Eyes 

members. Around the same time, the terrorism industry also started to produce much 

literature on the Soviet Threat (Stampnitzky 2014). 

However, it was not until 9/11 that the Five Eyes and SIGINT Seniors Europe started 

to focus on counter-terrorism (Solon 2017; The Intercept 2018). As of 2013, the Five Eyes 
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mutated into what is called Fourteen Eyes, with the following countries: Belgium, 

Denmark, France, Germany, Italy, the Netherlands, Norway, Spain, and Sweden 

(Gallagher 2018). Sometimes the Fourteen Eyes is also called The SIGINT Seniors Europe 

and vice versa, which is somewhat confusing because both networks consist of the same 

countries (Gallagher, 2018). Aside from setting up the Fourteen Eyes and SIGINT Seniors 

Europe, the US also set up the SIGINT Pacific division in 2005, called SIGINT Seniors 

Pacific. The Pacific division is composed of the Five Eyes members and South Korea, 

Singapore, Thailand, France and India, and its goal is to monitor the Asia/Pacific regions 

and fight terrorism (Snowden 2007; Gallagher 2018). 

The SIGINT network is extensive and involves many Western and non-Western 

countries, with some of them leading the network, such as the US and UK, while others 

act as data providers. The most crucial relationship in the SIGINT networks is between 

the US and the Second Parties, who are members of the Five Eyes, especially the UK 

(Greenwald 2014). The relationship between the US and other Third Parties is less 

critical, but the US has bilateral security agreements with some of them. Despite not being 

as important as the Second Parties members, the Third Parties members play a pivotal 

role in providing intelligence to the US and other Five Eyes members, vital to the 

continued coloniality of non-Western countries. Apart from the Five Eyes, the US also has 

strong relationships with members of SSPAC (SIGINT Seniors Pacific), SSEUR (SIGINT 

Senior Europe) and NATO (North Atlantic Treaty Organization) and Israel (Greenwald 

2014; Giosue 2019). 

Having all SIGINT partners in one extensive network means that the US and the 

other Five Eyes members have more eyes and more ways to colonise digital data from 

more countries. This situation vastly improves the capabilities of the Five Eyes members 

and the network. For example, France's inclusion means that digital data from parts of 

Africa, South America, and Russia can be gathered more efficiently because of France’s 

capabilities (Pfluke 2019). Including South Korea and Germany in the network allows the 

network to keep a closer eye on North Korea (Pfluke 2019). 

Until the Snowden leaks, little was known about how the intelligence agencies of 

powerful Western countries engaged in digital data colonialism. Key members of the 

networks tapped into Submarine cables to gain access to the Internet and other 

communication data and use spying technology to ears drop on world leaders, including 

leaders of countries that are members of the networks, such as Chancellor Merkel of 

Germany. The NSA called its digital data colonising programme PRISM, and GCHQ called 

its programme Tempora (MacAskill et al. 2013; Greenwald and MacAskill 2013). These 

programs specifically targeted the Internet data by tapping into Submarine cables that 

are the backbone of the Internet and other communication types (Digital Methods 

Initiative, 2020). The tapping enabled the intelligence agencies to colonise a tremendous 

amount of Internet data from Internet users from Western and non-Western Internet.  

The submarine cables connect many countries, and with each connecting country 

hosting one or many landing stations. Some of these landing stations operate as 

intelligence-gathering stations, such as those in Oman. The UK’s intelligence agency uses 

the Oman stations to gather intelligence from the Middle East and surrounding regions 
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(Write et al. 2013). The cables are either privately owned or by consortiums. Among the 

owners are Western tech companies, such as Facebook, Google, Microsoft and Amazon, 

which according to media reports, also assisted NSA and GCHQ to tap into the submarine 

cables (Zimmer 2018; Gallagher and June 2018; Greenwald 2014). According to Gallagher 

and June (2018), most Internet data passes through the US for two reasons. Firstly, the 

US sits between Europe, the Middle East, and Asia and secondly, the world’s dominant 

Internet providers are US tech companies (The Intercept, 2018). This situation provides 

the NSA with ample time and opportunity to engage in digital data colonialism, which is 

only possible because of the Foreign Intelligence Surveillance Act (FISA) that allows the 

US government’s intelligence agency to gather foreign intelligence by using electronic 

surveillance (Congressional Research Service 2020).  

Intelligence Agencies and Coloniality in Southeast Asia 

Most of the news stories on digital data colonialism concerned the US and the UK, 

but the Snowden leaks also shed light on how the Five Eyes and SIGINT Senior Pacific 

networks operate in the Asia and Pacific regions (Snowden 2007). 

According to the Snowden leaks, as reported in The Sydney Morning Herald, 

Singapore, a SIGINT Senior Pacific network member, assisted both the US and Australia 

to spy on Malaysia and Indonesia (Dorling 2013, 2014). The leaks caused tension 

between the Southeast Asian neighbours and Malaysia and Indonesia on the one hand 

and Australia (ABC 2013). The Snowden leaks also revealed that Indonesia had been a 

long term target of Australia’s intelligence agency, and the country used its diplomatic 

posts in Asia to intercept phone calls and data as part of the Five Eyes digital data 

colonialism efforts (MacAskill and Taylor 2013; Dorling 2013; Walsh et al. 2015). 

According to the Snowden leaks, Australia’s intelligence agency penetrated the 

Indonesian communication network (Indosat and Telkomsel), spied on Indonesian 

politicians to assist other Five Eyes members, such as the US and New Zealand (Dorling 

2014; Beckford 2015). In the US's case, Australia's Signals Directorate monitored 

communication between Indonesia and the US law firm representing Indonesia in trade 

disputes with the US (The New York Times 2014). As for New Zealand, its intelligence 

agency, GCSB used the XKEYSCORE Internet surveillance system to collect 

communications about the WTO director-general candidates because the country wanted 

its candidate, Trade Minister Tim Groser to win. New Zealand was able to gain access to 

the system because it is a member of the Five Eyes. However, GCSB’s main target was 

Mari Elka Pangestu, Indonesia’s WTO director-general candidate, because New Zealand 

did not want an Indonesian appointed to the position (Gallagher and Hager 2015). Other 

candidates that New Zealand collected information on through XKEYSCORE were 

(Ghana); Amina Mohamed (Kenya); Anabel González (Costa Rica); Herminio Blanco 

(Mexico); Taeho Bark (South Korea); Ahmad Thougan Hindawi (Jordan); and Roberto 

Carvalho de Azevêdo (Brazil) (Gallagher and Hager 2015). There are many ways to read 

this situation, especially the targeting of Mari Elka Pangestu, but one thing is clear, all the 

targets are from non-Western countries. 
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The intelligence-gathering efforts by the Five Eyes and Seniors Pacific members, 

headed by Australia is probably one of the main reasons why Indonesia sought to 

establish a strategic alliance with the US by proposing an initiative called ‘Our Eyes’ 

involving ASEAN countries: Indonesia, Thailand, Malaysia, Brunei, Singapore and the 

Philippines (French and Agnes 2018). This initiative is not likely to become a reality for 

several reasons. Firstly, Indonesia is the largest Muslim majority country in the world and 

is seen as a breeding ground for extremism by Five Eyes and Seniors Pacific members. As 

such, it needs to be securitised. Secondly, the Indonesian archipelago has vast natural 

resources reserves, which means business opportunities for Western corporations. 

Thirdly, the Indonesian archipelago has enormous potential for Western tech companies 

to grow because of the size of the population. Finally, and perhaps the most important 

reason why sharing intelligence with Indonesia would be counterintuitive for the Five 

Eyes, and Seniors Pacific members is because of their political and economic interests.  

Asian countries, specifically Southeast Asian Muslim countries, are susceptible to 

having their digital data colonised because of the submarine cable called: SEA-ME-WE 3 

(Dorling 2013). 

The cable runs from Perth, Australia, passing Indonesia, Malaysia, Singapore and 

Oman. The cable connects thirty-nine countries, with thirty-three of them having landing 

stations and covers four continents, and it is the most extended submarine cable 

(Submarine Networks 2020). A consortium of telecom corporations owns the cable, 

including Singapore’s SingTel Optus, a British telecom company called British Telecom 

and Telstra, an Australian telecom company, which allows them to access digital data 

from the cable (SeaMeWe-3 2020; Dorling 2013). However, not every country has the 

technology to tap into the cable, as Pakistan's example illustrates (Guardian 2015). In 

Singapore's case, Dorling (2013) notes that the country has the most advanced signals 

intelligence capabilities in Southeast Asia and has facilitated access to the data running 

through the cable to Australia. Moreover, by tapping into the cables, powerful Western 

countries' intelligence agencies can colonise a vast amount of digital data during the 

different stages of the data’s journey from sender to receiver. This data can be used for 

all sorts of activities that fit the economic and political agendas of powerful Western 

countries, like the US, UK, Australia and New Zealand cases exemplify. 

Conclusion 

The paper took up the modest task of discussing how the intelligence agencies of 

powerful Western countries and their allies engage in digital data colonialism to maintain 

non-Western countries' coloniality. The process of digital data colonialism involves 

tapping into submarine cables that criss-cross the world carrying Internet and other 

communication digital data. Having access to this digital data enables powerful Western 

countries to securitise non-Western countries and gain a political and economic 

advantage over them. This situation maintains coloniality and provides powerful 

Western countries to be omnipresent, similar to the God-Eye view, leading to dystopia. 
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The situation mentioned above raises several issues for scholars interested in the 

coloniality of non-Western countries to research. Researching these issues will also help 

scholars to think about how to end the coloniality of non-Western countries. Firstly, 

scholars need to ask Western tech companies whether they share the digital data they 

have colonised from non-Western countries with anyone? This question leads to two 

other sub-questions. (1) Do Western tech companies share the digital data with powerful 

Western countries, non-Western governments or neither? (2) If Western tech companies 

share the data with the countries mentioned above, scholars need to ask the countries 

about how this digital data is being used?  

Secondly, scholars need to ask why the intelligence agencies of powerful Western 

countries are colonising the digital data produced by non-Western countries? This 

question leads to two other connected questions that need to be asked. (1) How do the 

intelligence agencies of powerful Western countries engage in digital data colonialism? 

(2) Do the intelligence agencies of powerful Western countries engage in digital data 

colonialism to further their political and economic interests in non-Western countries, 

like Indonesia?  

Thirdly, scholars need to ask questions about ‘terror capitalism’ and whether the 

intelligence agencies of powerful Western countries and Western tech companies are 

using the digital data that they have colonised from non-Western countries to create 

pathologies and develop technology that is useful to predict who will become an 

extremist and terrorist. In a similar way to what the Israeli company called Faception is 

offering? 

Fourthly, scholars need to develop tools to educate non-Western populations about 

digital data colonialism by tech companies and powerful Western countries' intelligence 

agencies. Fifth, scholars need to pressure non-Western governments to implement 

stringent and effective data protection legislation to prevent digital data colonialism. 

Finally, scholars need to pressure non-Western governments to be more vigilant about 

Western countries tapping into submarine cables and their data hacking practices.  
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